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Background 

The Coatesville Area School District (CASD), located approximately 40 miles west of 
Center City Philadelphia and 33 miles east of Lancaster, serves students residing in the 
City of Coatesville, Caln, East Fallowfield, Sadsbury, Valley, West Brandywine, and 
West Caln townships, along with the boroughs of South Coatesville and Modena. The 
district spans 75 square miles extending from the center of Chester County to its western 
border. 
  
The Coatesville Area School District serves a diverse student population with a total 
enrollment of 7,199 students.  In addition to the student population, the school district 
employs 610 teachers, 362 full and part-time support staff and 59 administrators. 
 
The Coatesville Area School District maintains 11 school buildings, an Administration 
Building and an Alternative Education Center.  Despite extensive searching, the exact age 
of each of the school buildings and their renovation history could not be determined.  
Since this information is an important consideration when designing and supporting 
network infrastructure, it should be ascertained and included in any district technology 
planning. 

 
The Coatesville Area Senior High School (CASH) serves grades 11 and12.  It is located 
on a campus that also includes the district’s 9/10 Center.  CASH has an approximate 
enrollment of 1,050 students.  The Coatesville 9th and 10th Grade Center, has an 
enrollment of approximately 1,125 students, making it the school with the highest 
enrollment in the district.  Students from CASH and the 9/10 Center move between the 
buildings during the school day to attend classes. 

 
The district maintains three middle schools serving students in grades 6 – 8.  North 
Brandywine Middle School has an enrollment of 537 students.  Scott Middle School, 
which served as the district high school between 1940 and 1968 and then as the 
Intermediate High School serving students in 9th and 10th grades, currently has an 
enrollment of 426 middle school students.  South Brandywine Middle School serves a 
total of 675 students.  Students in grades K – 5 attend one of six elementary schools.  
Caln Elementary has a student population of 617.  East Fallowfield serves 387 students 
and Friendship Elementary has a student enrollment of 410.  Kings Highway serves 528 
students, while Rainbow and Reeceville Elementary Schools serve 764 and 526 students 
respectively. 
 
Purpose of Study 
 
The Coatesville Area School District has recently undergone a change in leadership.  Dr. 
Cathy Taschner, the new CASD Superintendent, is concerned that the district’s current 
technology resources, infrastructure and support are not sufficient to provide teachers and 
students with the tools needed to maximize learning and achievement.  The district, in the 
recent past, has faced very serious problems with regard to budget and leadership.  Dr. 
Taschner and the current CASD leadership team seek to determine the degree to which 
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these problems have detrimentally affected key resources essential to providing a first-
rate education for Coatesville’s students and to managing the district in a transparent and 
fiscally responsible manner. 
 
The Coatesville Area School District invited the Chester County Intermediate Unit 
(CCIU) to conduct a technology audit to evaluate the district’s technology resources, 
infrastructure, training and support and to identify strengths and needs in each of these 
areas.  Following an initial discussion to clarify the district’s needs and expectations, a 
technology audit plan was developed to accomplish the following: 

1. To determine the degree to which current internal and external technology support 
services are meeting organizational needs. 

2. To evaluate the degree to which current technology infrastructure meets the needs 
of the organization as a whole. 

3. To develop practical and cost-effective recommendations for improving 
technology infrastructure and support services to meet current and future needs. 

 
Procedure 
 
The Technology Audit team collected and analyzed information from multiple sources 
during the audit process.  These included interviews, site surveys, a comprehensive 
network analysis and the review of relevant documents.  
 
Interviews 
 
Interviews were conducted with administrators, teachers, and technology and support 
staff in each district location. A total of 48 members of the Coatesville Area School 
District (CASD) staff participated in interviews.  Two interview teams met with small 
groups in each of the buildings over the course of week.  Each participant was asked to 
fill out a short survey at the beginning of the interview session.  The survey consisted of 
15 questions and respondents were asked to rate CASD on each element using a Likert 
Scale ranging from 1 (poor) to 5 (excellent).  The respondents were then asked to select 
the five items on the survey that they felt were most critical to the success of the district 
and to provide additional information pertaining to those items in the comment section. 
 
When everyone in the group had completed their survey, the CCIU interview team 
facilitated a group discussion to determine priorities and needs that might not have been 
captured through the survey.  Most groups consisted of administrators, teachers, support 
staff and technology staff.  In all cases, the discussion was frank and open with good 
participation from all involved. 
 
All available technology staff members were interviewed.  Unfortunately, the Director of 
Technology was not available to be interviewed during the audit.  This restricted the audit 
team’s ability to probe systems and controls more deeply since most of these were 
managed directly by the Director. 
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Site Surveys 
 
Two members of the Technology Audit Team conducted site surveys from December 10 
through December 18, 2014.  The site survey team, along with a member of the CASD 
Technology Department, visited every building to inspect all known Main Distribution 
Frames (MDFs) and Intermediate Distribution Frames (IDFs) in the district.  The team 
took photographs and made notes in the field.  The site survey investigated: access 
security, climate control (environmental), power, cleanliness, equipment layout, wire 
management, labeling, and documentation.   
 
Network Analysis 
 
Four members of the Technology Audit Team analyzed the configuration and 
performance of the CASD network from November 20 through December 17, 2014.  The 
team spoke with key IT personnel to understand the network, as it currently exists, as 
well as to learn about future plans.  A map of the 3Com Wide Area Network (WAN) was 
the only documentation available.  The Audit team was provided with user names and 
passwords for the network equipment.  The team physically traced all interconnects in the 
Administration building.  They also inventoried all network equipment and servers.   
 
Document Reviews 
 
The following documents were reviewed in conjunction with the audit: 
 

• CASD	  Board	  Policy	  237.	  Electronic	  Devices	  (Revised	  June	  26,	  2014)	  
• CASD	  Board	  Policy	  815.	  Acceptable	  Use	  of	  Internet	  (Revised	  July	  26,	  2001)	  
• Early	  Draft	  CASD	  Technology	  Plan	  2015	  -‐	  2019	  
• CASD	  Inventory	  as	  of	  12/15/2014	  -‐	  Computers	  
• CASD	  Inventory	  as	  of	  12/15/2014	  –	  Devices	  
• CASD	  Technology	  Budget	  
• CASD	  Technology	  Department	  Organizational	  Chart	  
• CASD	  Technology	  Yearly	  Operating	  Expenses	  2015	  –	  2019	  
• CASD	  Wide	  Area	  Network	  Map	  
• Coatesville	  Area	  School	  District	  Performance	  Audit	  Report,	  Mach	  2014	  
• Grand	  Jury	  Report	  CASD,	  December	  3,	  2014	  
• Job	  Description	  –	  Director	  of	  Technology	  
• Job	  Description	  –	  IT/Help	  Desk	  Support	  
• Job	  Description	  –	  Network	  Manager	  
• Job	  Description	  –	  System	  Specialist/Manager	  
• Job	  Description	  -‐	  	  eSchoolPlus	  Software	  Support	  
• Job	  Description	  –	  Technology	  Associate	  
• Job	  Description	  -‐	  	  Telecommunications	  Technician	  
• Job	  Description	  –	  Computer	  Technician	  
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Findings 
 
The findings that follow were confirmed through multiple sources or through direct 
observation.  The discussion that follows each finding highlights some, but not all, of the 
evidence supporting the finding. 
 
General Findings 
 
Finding #1: On a five point Likert Scale, the overall assessment of technology resources, 
training and support was 2.67 with a median score of 2.53 (see Appendix A) 
Mean scores on the survey ranged from a 1.84 for the availability of technology training 
to a high of 3.6 for the CASD Acceptable Use Policy.  Respondents scored the quality of 
educational software and the integration of technology into the curriculum as low (2.27).  
On further discussion, some respondents indicated that CASD did not have educational 
software available, or if it was available, it could not be used on the outdated computers 
that the district provided.   
 
The lack of adequate computers was also reflected in the scores given for quality and 
availability of technology, which received ratings of 2.39 and 2.53 respectively.  The 
availability of wireless received one of the lowest scores (2.25) and the speed of the 
Internet service did not fare much better at 2.35. 
The Email System received one of the higher scores at 3.41.  This was surprising because 
in conversations and interviews the Email System was often cited as being frustrating and 
inadequate.  One respondent even described it as being “horrendous.”  The CASD 
Student Information System (SIS) also received a relatively high score 3.12.  However, 
several respondents expressed frustration at not being able to access the SIS from home. 
 
Finding #2:  The district surveillance cameras need to be fixed or replaced in several 
buildings. 
Administrators in several buildings expressed concern that the surveillance cameras in 
their building did not have adequate coverage and produced video images that lacked 
sufficient clarity to be useful.  In at least one building, the majority of cameras were not 
functional. 
 
Finding #3:  The majority of computers currently available in the Coatesville Area 
School District are beyond their useful life and need to be replaced. 
The age of computers was the most common concern expressed during interviews with 
administrators, teachers and technology support staff.  Several participants in interviews 
stated that the computers were so old that they could not run modern software programs 
due to a lack of RAM or processing speed.  Laptop batteries in carts no longer hold a 
charge so the carts remain unused.   
 
An analysis conducted by the Technology Department this past July confirms the above.  
According to Technology Department records, 323 computers currently considered 
“Active” are more than 10 years old.  Another 2,472 computers, also in active service, are 



 

6 
  

between six and ten years old. This represents 59% of the total number of computers 
available in the district.  While the Technology Department has made efforts to keep this 
aging fleet in service by upgrading RAM and replacing parts, computers of this vintage 
are beyond salvaging and should be retired and responsibly discarded. 
 
Several servers hosting critical systems also are beyond an acceptable age.  These include 
servers dedicated to the eSchool Plus software, the school district’s Student Information 
System.  The age of the computers has caused the district to delay upgrading the eSchool 
Plus software to its current version. SunGard has notified the school district that it will 
cease to support the version of eSchoolPlus that CASD currently uses beginning this 
summer. 
 
Finding #4:  Computers and servers that are still in active service, but beyond their 
useful life, pose serious security risks. 
An analysis of the current CASD Technology Inventory revealed that approximately 
2.466 computers currently classified as “Active” are running the Microsoft XP Operating 
System.  Microsoft ceased to support the Microsoft XP Operating System on April 8, 
2014.  This means that Microsoft will no longer issue security patches for XP.  On its 
website, Microsoft states that XP will become five times more vulnerable to security risks 
and viruses without this support. 
 
The lack of properly functioning computers and other technologies results in teachers and 
other staff resorting to unsafe practices in order to meet their responsibilities.  An 
example of this is the practice of teachers allowing students to use the teacher 
workstation as a “fifth” computer.  Generally, a teacher workstation has higher access 
privileges than a student workstation.  If the teacher has logged on to the district network 
and does not log out before allowing his or her students to use the workstation, the 
students may then have access to district assets that contain confidential information.  
Access to the network may also provide technology savvy students with the opportunity 
to compromise district assets including servers and other systems running on the network. 
 
Finding #5:  The district must adopt strict inventory controls that accurately reflect the 
current status of all technology assets. 
While a Technology Inventory does exist, the process for conducting and maintaining 
that inventory appears to be fragmented and confusing.  In speaking with technology 
staff, responsibility for the inventory appears to be shared between the central office and 
building technology staff.  Based on interviews, it seems that the district used to conduct 
a formal annual inventory of Technology, but this practice has not been employed for 
several years.  This has led to a lack of confidence in the accuracy of the current 
inventory. 
 
In reviewing the inventory, several concerns emerged.  First, the inventory report 
received for this audit did not include purchase dates.  Thus, it was difficult to determine 
the age of an individual asset.  Subsequent reports summarized the age of assets, so it is 
assumed that this information is available. It is unclear, however, as to whether purchase 
information is maintained in the inventory system or just locally by the technology staff. 
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The inventory system employs a status classification system that is ambiguous.  For 
instance, some district assets are classified as “New.”  Since “New” is a relative term, it 
is hard to judge its meaning in a district where well over half of the assets are more than 
six years old.  Five hundred and eighty-three (583) computers are designated as 
“Inactive,” while 150 are classified as “Retired.”  It was unclear what the difference is 
between these two categories.  The inventory lists 146 computers with no status at all. 
 
Above all, the 103 computers that had a status of “Missing” caused the auditors the 
greatest concern.  In addition to the loss of property, missing computers represent a 
serious security threat.  Computers contain information that may be used to compromise 
the district.  Historically, many of the most notorious security breaches were due to lost 
or stolen computers that contained passwords or other confidential information.  The 733 
computers listed as “Inactive” or “Retired” also present a significant risk if they are left 
connected to the CASD network or stored in an unsecured location.  Since there is 
another designation for computers that have been discarded, it is assumed that the 
“Inactive” and “Retired” computers are stored somewhere in the district.  It is unclear 
what measures the district takes to secure computer technology for it entire life cycle.  
Therefore, a large cache of old computers, could pose a substantial risk. 
 
Finding #6:  There is a need for a cohesive, district-wide plan for technology 
procurement, management, training and funding. 
The need for a comprehensive five-year plan for technology was expressed several times 
during interviews.  The audit team agrees with this based upon the findings throughout 
this report.  
 
While the Director of Technology and some of his staff began to develop a technology 
plan in July of 2014, at the present time the district lacks any discernible vision for the 
use of technology to accomplish the mission of the Coatesville Area School District.  
Information ascertained through interviews, analysis of documents and direct observation 
lead the auditors to conclude that CASD lacks critical systems for oversight and 
management of technology.  This impacts every aspect of the technology program and 
ultimately is highly detrimental to the district at large.   
 
Finding #7:  Improved communication within the Technology Department and with 
district stakeholders is needed. 
During the course of this audit, the lack of clear communication from the Technology 
Department emerged as a significant problem.  Technology Associates reported that often 
they are given directives with little or no explanation.  When they submit problems via 
the online help system, they often do not receive responses.  Several Technology 
Associates shared that they had not had a staff meeting in over a year.  One member of 
the staff indicated that it had been several years. 
 
Administrators in several schools reported that they were told by the Technology 
Department that the wireless network in their building was finished.  Later they were told 
that they could not use it, but were never told why.  The district website was changed 
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without notice.  District staff discovered it when they tried to access the old website and 
could not. The link to the old site was not configured automatically redirect to the new 
webpage. 
 
Finding #8:  The budget reflects the lack of a coherent plan for managing technology 
procurement and support. 
The CASD budget for technology almost doubled in FY 2013-14, going from $568,965 
in 2012-13 to $1,112,750 in 2013-14.  The 2014-15 budget decreased by approximately 
18% with a total of $910,500 provided for purchases of equipment and services.   When 
comparing specific line items across budget years, the CASD Technology Budget 
suggests a reactionary strategy to technology procurement and support.  This could be 
due to the very serious budgetary issues that the district has faced over the past several 
years, as described in the Performance Audit Report dated March 2014, but it also 
reflects a lack of planning that could have a detrimental effect for years to come. 
 
The 2013-14 budget almost doubled the actual expenditures from the previous fiscal year.  
In 2012-13, the district invested no money in purchasing original equipment.  In 2013-14, 
the original equipment line was $252,000, but then dropped down to zero again in the 
2014-15 budget.  Responsible budgeting should anticipate expenditures over time and 
thus flatten out the impact on any given year’s budget.  An expenditure of a quarter-
million dollars one year with nothing budgeted for future purchases seems illogical. 
 
The lease or rental of equipment line also nearly doubled during the 2013-14 fiscal year 
and then returned to nearly the same level as the 2012-13 budget in 2014-15.  Again, this 
seems unusual.  One would expect that leases of equipment would extend beyond a single 
fiscal year.  Thus, it is not clear why the amount would almost double in 2013-14 and 
then return to half that the next year. 
 
Finding #9:  There is a critical need for professional development in the use of 
technology for all staff. 
As the survey results sited in Finding #1 suggest, there is a critical need for training for 
staff in every job class within the district.  Many staff members reported little or no 
technology training.  Some noted that training on new software applications sometimes 
occurs weeks prior to its deployment limiting the effectiveness of the training.  Others 
expressed the concern that often only one person is trained on a critical system and when 
that person is absent from work there is no one who knows how to perform that important 
function. 
 
Technical staff also reported a need for training.  As CASD introduces new technologies, 
it is important that the staff charged with supporting those technologies have the 
knowledge and skills to do so.  
 
Finding #10: There is a perception that the recent loss of technology support staff has 
adversely affected technology support within the district. 
District building staff members report that technology support has suffered due to 
technology staff being assigned to multiple buildings or being pulled to work on district-
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wide projects.  The belief is that this has been necessary due to the loss of several staff 
members whose positions have not been filled. Currently, there are three Technology 
Associate positions that have not been filled.  
  
Note:  The district is currently conducting a study to determine the appropriate number of 
staff and the specific skill sets needed to effectively support technology within the 
district.  This audit constitutes one part of that study. 
 
Finding #11:  Confusion over the wireless project, in addition to the prolonged inability 
to deploy iPads for student use, has become a point of frustration and contention district-
wide. 
Administrators and teachers in almost every school expressed confusion and frustration 
with the current wireless project.  The Technology Department has informed principals in 
every building except the 9/10 Center that the wireless network is ready in their building, 
but they can’t use it.  No explanation has been given for why it continues to be 
unavailable.  Meanwhile, boxes of iPads that could be in the hands of students, have sat 
in storage for up to two years.   
 
Site Survey Findings 
 
Finding #12: Data closets lacked adequate security.   
The site survey revealed vital, live equipment housed in unlocked or open cabinets. Some 
were located in shared spaces including faculty lounges, custodial offices, school supply 
storage closets, libraries, computer labs, and classrooms.  Failure to adequately secure 
this equipment could result in pernicious attacks on network assets. 
 
Finding #13: Very few data closets had independent environmental controls.  Most had 
no obvious environmental systems. 
Proper environmental control extends the life of hardware and helps ensure expected 
performance.  Insufficient environmental controls can adversely affect network stability 
and access to important systems and assets. 
 
Finding #14: All the Main Distribution Frames (MDFs) had Uninterruptable Power 
Supplies (UPSs) that appeared to be on. Very few Intermediate Distribution Fames (IDF) 
had UPSs, and of those that did, only a few were powered on.  None of the UPSs were 
being monitored for functionality and faults. 
Adequate, regulated power is essential to ensure that district assets are always available.  
It also extends the life of valuable equipment.  In addition to providing power in the event 
of an outage, Uninterruptable Power Supplies protect sensitive equipment from power 
spikes and dips that can hurt performance and shorten the life span of the equipment. 
 
Finding #15:  The majority of data closets were not clean. 
Cleanliness refers to the degree to which the environment is free of dust, debris, trash, 
tripping hazards and clutter that result in an inability to access controls and/or equipment. 
The audit team observed data closets with levels of dust that could damage equipment.  
Many closets were cluttered with debris such as empty equipment boxes, boxes filled 
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with old equipment and trash, empty cups left on electrical devices and panels, filing 
cabinets, textbooks, and teaching supplies.  In many cases this debris blocked access to 
equipment. 
 
Finding #16:  Many data closets have old and non-operational equipment still racked, 
while active equipment is mounted too low or too high, making it difficult to work on.  
The high wall-mounted cabinets are only accessible by ladders. 
The layout of the equipment is important to a technician’s ability to work on devices or to 
troubleshoot problems.  In addition to rendering equipment more difficult to maintain, 
equipment placed out of reach or in inaccessible spaces can increase the risk of injury for 
staff.  
 
Finding #17:  Most data closets lacked proper wire management of copper and fiber 
patch cables. 
The lack of proper wire management resulted in the inability to close cabinets.  It also 
prevented the removal or service of network devices behind the poorly managed cables.  
Many wires were damaged or pinched because of improper wire management. 
 
Finding #18: Labeling of cables was inconsistent and inadequate for use by technicians. 
Accurate labeling enables technicians to trace cable paths, which facilitates 
troubleshooting and network maintenance.  It saves substantial time and money when 
addressing network issues. 
 
Finding #19:  There is no documentation on any data closet for cabling, network devices, 
or locations.   
Detailed documentation is required to ensure that technicians working on the network 
understand the current configurations and infrastructure. This avoids unexpected results 
when making changes.  Over time, network infrastructure can change 
significantly.  Without proper documentation, new changes may conflict with changes 
made previously and ultimately disable critical assets. Surprisingly, many technical 
associates did not know the location of the data closets in their building. 
 
Network Analysis Findings 
 
Finding #20:  Network documentation revealed inconsistent IP addresses on the VLAN 
between South Brandywine and Scott Middle Schools. 
The inconsistent IP addresses were due to the fact that Gordon Middle School previously 
had been connected between Scott and South Brandywine.  When Gordon was 
disconnected, the IP address scheme should have been revised.  CASD staff confirmed 
that the connection was down.  CCIU network engineers worked with CASD technical 
staff and the problem was resolved. 
 
Finding #21:  A connection between the Administration Building and the High School 
was discovered to be down due to a bad optical transceiver and patch cable at the High 
School.  
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When the optical transceiver and patch cable were replaced, connectivity was restored.  
When the loop was restored, however, a broadcast storm ensued indicating that Spanning 
Tree Protocol was not enabled on the network.  The loop was disconnected until network 
configurations could be updated.  CCIU network engineers, working with CASD 
technical staff, corrected the problem and the connection between the High School and 
Administration Building was restored. 
 
Finding #22: The Server Farm resources are scattered across several switches in 
multiple locations (High School, Administration Building, and Benner). In addition, the 
Server Farm takes a convoluted path to the Internet. 
 
Finding #23: The current wireless configuration does not make effective use of the 
3Com-designed wide area network.  
There are three wireless SSIDs on two H3C controllers.  Each SSID has its own VLAN.  
Those VLANs are being spanned across multiple sites without Spanning Tree enabled.  
The original 3Com design maximized throughput and minimized potential district-wide 
network disruptions.  The current design does not take advantage of those features. 
 
Finding #24: The VLAN for security cameras spans multiple sites without Spanning Ttree 
enabled.  If there is a break in the fiber, these services could potentially become 
unavailable. 
 
Finding #25:  Log in authentication is inconsistent across devices.  In addition, since the 
administrator account is used there is no accountability or audit trail for tracking 
configuration changes. 
 
Finding #26:  The audit team observed incorrect use of 62.5/125-micron fiber patch 
cables connected to 50/125-micron infrastructure cabling. 
While transmission may be maintained with this type of connection, the mismatch will 
cause excessive attenuation leading to network failure over a period of time. 
 
Recommendations 
 
 The following recommendations are offered for consideration based upon the 
above findings.  Additional explanations are provided for some recommendations where 
appropriate.  Findings that have been resolved do not have recommendations. 
 
Recommendation #1 (Finding #2): All security cameras should be inspected and tested. 
School safety is paramount.  Security cameras that are non-functional should be repaired 
or replaced.  Consider upgrading the whole video surveillance system. 
 
Recommendation #2 (Findings #3 and #4): Develop an aggressive plan to replace 
outdated computers and servers. 
CASD has fallen dangerously behind in upgrading its computer technology.  In addition 
to severely restricting the use of technology for instruction, this also has the potential of 
making the district vulnerable to security threats.   
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CASD should investigate cost-effective alternatives to computers for student use 
including tablets and Chromebooks.  CASD should also consider promoting a BYOD 
program to the extent possible by allowing students to use their devices on a wireless 
network designated for their use.  BYOD programs cannot be the sole solution, however, 
since many students may not be able to afford their own devices.  The district must still 
maintain an adequate inventory of devices to ensure every student has equitable access to 
learning materials and activities. 
 
The district should consider moving some of its most critical systems, such as the Email 
and Student Information Systems, to a hosted service.  Microsoft Office 365 could be a 
viable solution for Email and other communication services.  
 
Recommendation #3 (Finding #5): Establish strict inventory controls. 
CASD should establish well-defined inventory management plan that include annual 
updates and designated responsibilities.  The plan should include detailed procedures for 
the introduction of new equipment and decommissioning and responsible disposal of old 
equipment.  Missing equipment should be thoroughly investigated and reported to the 
authorities if suspected stolen. 
 
Recommendation #4 (Finding #6):  Develop a comprehensive technology plan that 
supports the mission and vision of the Coatesville Area School District. 
CASD should establish a Technology Planning Committee tasked with developing a five-
year plan for the district.  The Planning Committee should have representatives from 
every stakeholder group including administrators, teachers, parents, students and 
technical staff.  The planning should begin with a thorough needs assessment including a 
review of budget and procurement practices.  The resulting plan should include goals, 
objectives, actions, responsible parties, milestones, and periodic evaluations of progress. 
 
Recommendation #5 (Finding #7):  Develop a communication and escalation plan 
The audit team recommends the development of a formal communications plan that sets 
standards and procedures for communication.  The plan should identify communication 
triggers, people responsible and communication tools to be used.  The plan should 
identify how problems should be escalated and how progress should be reported back to 
the end user.  The plan should also provide guidance on how communication should be 
conducted during times of emergency when the technical staff must focus on solving the 
problem.  In such cases, someone from outside the department may need to take 
responsibility for communication.  The plan should assign this responsibility accordingly. 
 
Recommendation #6 (Finding #8):  Develop a budget and procurement process aligned 
to the CASD Technology Plan as described in Recommendation #4. 
The district should closely examine current budgeting and procurement practices with 
regard to technology to identify inefficiencies and opportunities for improvement.  Future 
budgets should be aligned closely with the CASD Technology Plan. 
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Recommendation #7 (Finding #9):  Develop and implement a plan for professional 
development for administrators, teachers, and other staff that is aligned to the goals and 
objectives of the CASD Technology Plan. 
 
Recommendation #8 (Finding #10):  As has begun, using information from this audit and 
other pertinent data, evaluate the current organizational structure of the technology 
department to determine the appropriate number of staff and the specific skill sets needed 
to accomplish the district’s goals.  Restructure the technology department accordingly. 
 
Recommendation #9 (Finding #11): Make operationalizing the new wireless network and 
the deployment of iPads a district priority. 
Move forward by rolling out the wireless building-by-building beginning with the school 
that has the least number of mobile devices to gain experience and knowledge.  Distribute 
iPads and arrange for training for teachers. 
 
Recommendation #10 (Finding #12): Implement security measures for all data closets. 
All data closets should remain closed and locked.  Access should be restricted to 
personnel authorized to access and work on the equipment.  The use of fobs offers the 
best security since access can be monitored and recorded.  Manual locks should be used if 
fobs are not available.  If the data assets are located in a classroom, the cabinets should be 
locked with keys. 
 
Recommendation #11 (Finding #13):  Investigate and implement cost-effective 
environmental controls for all data closets. 
A feasibility study should be conducted to determine the best method to achieve proper 
environmental controls for each location housing electronic assets.  Heat, dust, humidity 
and other environmental factors can seriously impact the performance and longevity of 
electronic equipment.  Both active and passive environmental controls can mitigate these 
factors. 
 
Recommendation #12 (Finding #14):  Upgrade UPS Systems 
Remove all old, non-functional UPSs.  Determine the correct size UPS for each data 
closet and install them accordingly.  All units should be equipped with network 
monitoring cards and connected to the network to be proactively monitored. 
 
Recommendation #13 (Finding #15): Remove all non-network debris, devices, and 
clutter.  Have facilities clean the closets on a regular schedule to remove dust and debris. 
 
Recommendation #14 (Finding #16):  Remove all old, non-operational equipment from 
the rack and dispose of properly.  Re-rack existing network equipment at appropriate 
height for servicing and support. 
 
Recommendation #15 (Finding #17): Rewire equipment racks using appropriate cable 
management strategies. 
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Recommendation #16 (Finding #18): Clearly label patch panels and network devices so 
technicians can work quickly and more efficiently. 
 
Recommendation #17 (Finding #19):  Document all data closets to a standard across all 
buildings. 
 
Recommendation #18 (Finding #22): Simplify network connectivity.   
Remove open source firewalls and proxy servers.  Replace with enterprise-grade firewall 
and content filtering appliances that are spec’d for the size and performance requirements 
of the district. 
 
Recommendation #19 (Finding #23): CASD should adhere to the 3Com WAN design by 
re-engineering its wireless network to a Layer 3 solution that will coexist with the 3Com 
design.  If the H3C wireless equipment is not capable of a Layer 3 implementation, the 
H3C wireless controllers should be relocated to buildings where the H3C access points 
can also be consolidated. 
 
Recommendation #20 (Finding #24):  Reconfigure the cameras building-by-building so 
that VLANs are local to each building and can leverage the district-routed backbone.   
 
Recommendation #21 (Finding #25):  Implement RADIUS for logins for all network 
devices using individual usernames and passwords. 
 
Recommendation #22 (Finding #26): Replace the 62.5/125-micron fiber patch cables to 
match the infrastructure. 
 
Conclusion 
  
The CCIU Technology Audit Team offers the above findings and recommendations for 
your consideration based upon the interviews, site assessments, network analyses and 
document reviews that were conducted as part of this technology audit.  The members of 
the team wish to thank Dr. Taschner and everyone from the Coatesville Area School 
District who assisted us during this study.   
 
Thank you for this opportunity.  Please let us know if we can be of further assistance. 
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